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Abstract: Compared with the classical fractal set, the Julia set of the generalized alternating
system has stronger sensitivity to initial conditions. In this paper, a digital image encryption
scheme based on generalized alternated Julia set is proposed. This encryption algorithm
utilizes generalized alternated Julia set to generate the random key, and the key space of this
scheme large enough. Since the generalized alternated Julia set can be generated with only
six parameters, it can reduce the storage space greatly. At the same time, the generalized
alternated Julia set has good sensitivity to initial conditions, which can improve the security
of encryption as the initial key. In order to verify the security of this encryption scheme,
some relevant performance indicators of this encryption scheme are analyzed, which show
that all performanceindicators meet theimage encryption security performancetest standards.

/ndex Terms: Digital Image Encryption, Fractal, Generalized Alternated Julia Set, Safety
Performance Analysis

. INTRODUCTION

With the popularization of communication devices such as computers and mobile
phones, information exchange between people is becoming more and more frequent,
therefore, the network has become an important medium for information exchange.
In the transmission of information, information is mainly transmitted using image
text as a carrier. Multimedia, because its style of passing information is richer
and easier to understand, has been widely used. In other words, to protect the security
of information in transmission, that is, to protect its content, to avoid being stolen or
tampered by attackers. Therefore, the security of information in the process of network
transmission has become a hot-spot for many scholars in recent years.
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Digital image encryption [1] isadirect and effective technical means to protect
information security. The design of encryption algorithm and the selection of secret
key are the foundation of information security. However, in the encryption algorithm,
the randomness of secret key isthe basis of the encryption system. Irregularity isone
of the important features of fractal sets. Moreover, the fractal set has a strong
sengitivity to the initial value. Any dight change of the initial value will make the
whole set very different. Any dlight change in the initial value will make the whole
set have a big difference. Applying fractal sets to encryption algorithm, which will
increase the randomness of the secret key, thereby improving the ability of the
encryption system to resst attacks. Therefore, fractal has an important role in the
encryption system [2-9].

The Juliaset [10-12], whichisone of the classic collectionsin the field of fractals,
is obtained through iteration of complex mapping z . < Z* .

n+1

Y. Sun[13] generated arandom secret key using the boundary of Julia set image,
and proposed an encryption scheme combined with Hilbert curve and dictionary
compression. N.B. Slimane [14] designed a new multi- scroll chaotic system using
the fractal process of the Julia set and Logistic map, and verified the effect of this
system in image encryption. W.J. Gao [15] proposed an image encryption scheme
based on generalized Mandelbrot-Julia, and verified that the secret space of the
scheme is not only large, but also dynamically changeable.

Alternated Julia set [16] is obtained by the iteration z,, =z? +¢;(i=1,2). The
focus of the research is more on the control and synchronous control of the Julia set
inalternated systems[17]. So far, no one applies alternated Julia setsto the encryption
of information.

In this paper, an encryption scheme based on Julia sets in generalized alternated
systems is proposed. As an initial key, generalized alternated Julia set has better
initial value sengitivity than traditional Julia set, which can bereflected inits Lyapunov
exponent. In addition, in order to further improve the security of encryption, the
Hilbert function is used to scramble the generalized alternated Julia set. Moreover,
exclusive-OR operation multi-cyclic encryption is utilized in the encryption process
to improve the security of the cipher-text and the ability to resst attacks.

II. GENERALIZED ALTERNATED JULIA SETS

In order to discuss the digital image encryption based on aternated Julia sets, the
following alternated system is taken,

218 Peer Reviewed Journal © 2020 ARF



Research of Digital Image Encryption based on Generalized Alternated Julia Set

@

azl + ¢, ,n iseven
Zpp1 = . ’
azl + ¢, ,n isodd

where ¢, #¢,, ¢,C,€C, a, peR and neN.

Fig. 1 shows some fractal graphs of the aternated Julia sets with different ¢, and
c,whena=1,p=2

5

(b) ¢1=0.2+0.65i,c2=-0.76+0.1i

Figure 1: The alternated Julia set of System (1) with different ¢, and c,.
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The dternated Julia set has the characteristics of the classical fractal set, and it
has a more complicated form of expression, and more variables can be used for the
design of the secret key.

In this paper, the alternated Julia set and diffusion agorithm are combined to
encrypt digital image information, which make the encryption scheme resistant to
key attacks effectively. In addition, thisencryption scheme applies modular arithmetic
to the digital image information directly, which is smple and effective.

I[I1. ENCRYPTION SCHEME BASED ON GENERALIZED ALTERNATED
JULIA SET

A. Design secret key based on generalized alternated Julia set

As a fractal set, the boundary of alternated Julia set has infinite self-similarity and
fine nested topology. Therefore, we select a part of the Julia set image onthe boundary
and zoom in, to construct the secret key and then perform key conversion. In order
to ensure the effect of this encryption scheme, the complex region on the boundary
of the alternated Julia set is selected, and then converted to a new complex plane
area after zooming in, and remap it to the digital image finally.

Firstly, we use the Hilbert curve to scramble the aternated Julia set image, and
use it as a secret key to encrypt the image to be encrypted. Then, we get encrypted
image through the simplest two rounds of XOR agorithm. The secret key based on
the alternated Juliaset conssts of nine keys, comprising the range region on acomplex
panex , X .Y .Y and X arethe maximum and minimum vaues on the
real axis X, ¥ _and Y arethe maximum and minimum values on the imaginary
axis Y), and the parameters a, p, x,, v,, X,, ¥, which can determine the nature of the

alternated Julia set.

B. Processof encryption algorithm

The process of this encryption scheme is divided into the following steps.

Input: The original image Pwith size of 7% n, and selected generalized alternated
Julia set J with suitable size 7 x 7,

Output: The ciphered image C with the same size.

Step 1: Usethe Hilbert curve to scramble the selected part of alternated Julia set
J, then get the initial key;,
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Xx-1
HX=x—y—+1><(y+1)+(k—1)(y+1),
_y|y-1 _
H, =y y+1><(y+1)+(l D(y+1D),

where (x, )) is the coordinate of the current pixel, x, ) € (I, n), k and | are the
intermediate variables used for conversion, (4, Hy) isthe transformed coordinate, y
represents the number of intervals between two pixels, and its range is (0, 77— 2).
Then the Julia set after scrambling is Iy

Step 2: Two random sequences Rs and /s can be obtained using Equations (2)
and (3).

Rs = floor(RJ', x 10*) mod 256, 2

Is = floor (13’ x 10*) mod 256,
where RJ and /J represent therea and imaginary partsof the graph Iy respectively,
andi,j € (1, n x n).

Step 3: Use the real sequence Rs to encrypt the image AP using XOR operation
for thefirst time, then we obtain atemporary cipher-text, use the imaginary sequence
/s to encrypt the temporary cipher-text to get the cipher-text C. The encryption
method can be expressed as Equations (4) and (5),

C = (P+ C_)mod 256 ® Rs, 4
C = (P,- + c;,_l) mod 256 @ /s, (5)
Step 4: Get the final cipher-text image C.
The process of this encryption scheme is shown in Fig. 2.

C. Processof decryption algorithm

When decrypting, since the algorithm is a symmetric encryption algorithm, the
decryption process of the cipher-text is the inverse process of this encryption
algorithm.

Input: Cipher-text C and the decryption key.

Output: The original image ~.

Step 1: Because it is a symmetric encryption algorithm, the same real sequence
Rsand imaginary sequence /scan be obtained according to the key.
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Figure 2: The process of this encryption algorithm

Step 2: Using Isto decrypt the cipher-text C, that is
P = (Cco® /Is— Cj—l) mod 256. (6)
Step 3: Using Rsto decrypt the temporary cipher-text
P=(C® Rs—C, ) mod 256. (7)
The detailed process of decryption is shown in Fig. 3.

V. SSIMULATIONS

a=1 p=12, ¢=05-0.7/ ¢, = 05005 - 0.7005/ are taken in System (1) to
generate the generalized alternated Julia set. In Fig.4, the generalized aternated
Julia set is shown. Select an area and enlarge the image after 10000 times with size
512 x 512, as shown in Fig. 5.
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Figure 3: The process of this decryption algorithm
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Figure 4: The alter nated Julia set of System (1) with given parameters
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Figure5: Theselected area of alternated Julia set after enlargement

The standard sample images with 512 x 512 is taken to testify the effect of this
encryption scheme. The original image, encrypted image and the decrypted image
areshownin Fig. 6. Inorder to verify the effect of thisencryption scheme, we encrypt
a solid color image, the encryption effect is shown in Fig. 7.

Figure 6: The effect diagram of encryption and decryption for Lena
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Figure 7: The effect diagram of encryption and decryption for solid color image

V. ANALYSIS OF ENCRYPTION ALGORITHM

In order to test the security of this encryption scheme, we analyzed the effect of this
encryption algorithm from multiple aspects, such as key space, key sensitivity,
histogram and adjacent pixel correlation.

A. Key space

In this encryption scheme, the key space consists of the alternated Julia set keys and
diffusion keys. The key space is the product of alternated Julia set’s key and diffuse
key. Thealternated Juliaset key consistsof X _, X . Y .Y . & p,X, Y, X, Y, The
diffuson key is (H, Hy). Then the key space is

% = S(Xmax’ xmin’ Ymax’ Ymin’ a" p’ Xl’ yl’ X2’ yz) x S(RHX’ IHy)

Sinceal X _, X Y Y., ap,X,Y,X,Y,aedoubletype, the doubletypein
computer memory is 8 bytes, so each key space is 8 bytes, so each key space is 2%.
The diffusionkey (H , Hy) isdouble type, so each key spaceis 2%. The key space of
the encryption algorithmis

Sl< = (264)10 X (264)2 = D768
It can be seen that the key space can fully meet the current requirements for key
space (> 2%°).

B. Key Sendtivity

A secure encryption scheme should be extremely sensitive to the secret
keys. Key sengitivity means that when use two keys with very small difference to
encrypt the same original image, two very different cipher text images will be
obtained.
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Fig. 8 shows the Lyapunov exponent witha=1,p=12andz = 1.2+ 0.8i. As
can be clearly seen from Fig. 8, for these given parameters, System (1) has apositive
Lyapunov exponent. Therefore, System (1) has good initial value sensitivity, and
meets the requirements of the initial key. Compared with the traditional Julia set, the
cryptographic algorithm based on the generalized alternated Julia set is more secure
and can resist attacks more effectively.
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Figure 8: The Lyapunov Exponent.

C. Histogram analysis

Histogram is one of the important indicators of safety performance. The flatter the
histogram distribution, the worse the readability of the encrypted image and the
higher the security of encryption. The histograms of the three layers of the plain-text
image and the cipher-text image are shown in Fig. 9 and Fig.10 respectively, where
the abscissa represents the gray level, and the ordinate represents the frequency of
the gray level in the image.

From Fig. 10, it is known that the distribution of each gray value in the cipher-
text imageisrelatively uniform, indicating that the diffusion process of thisencryption
algorithm is more effective, and greatly changed the statistical characteristics of the
original image. According to the simulation results, the gray value of each layer in
the imagetendsto be baanced after encryption, indicating that the gray-scale diffusion
effect of the image is better.
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Figure 10: The encryption image and its histogram
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D. Correlation analysis of adjacent pixels

The correlation coefficient of adjacent pixels can verify the degree of scrambling of
the encryption algorithm to an image. The smaller the correlation coefficient, the
better the security of the encrypted image and the less vulnerable to attack; conversely,
the larger the correlation coefficient, the worse the security of the encrypted image
and the easier it isto be attacked.

The calculation formula for the correlation of adjacent pixels is as follows,
cov(X,Y)

RNCTNCITN
cov(x,Y) = - Y[ ~ ECON(Y, - EW)]

where x and y are the pixel values of adjacent pixels, and N represents the number of
selected pixel values,

D(X) = ﬁgm CE(M)?,

E(x):ﬁZx.

We randomly selected 1500 pairs of adjacent pixelsand caculated their correlation
coefficients in different directions. Table | shows the correlation coefficients in
different adjacent directions with N = 1500.

Table 1
Comparison of Correlation Coefficients
Direction Lena encrypted image
Horizontal 95.73% 1.27%
Vertical 95.69% 0.59%
Diagonal 98.37% 1.83%

From Table 1, it can be seen that the correlation coefficient of adjacent pixels of
the encrypted image is very small, which indicating that a good scrambling effect
has been achieved.
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VI. CONCLUSIONS

In this paper, the Julia set in generalized alternated system, which is more sensitive
to theinitial value, is used as the key in the encryption algorithm, and multiple XOR
operations are added to the encryption algorithm, and the following conclusions are
obtained:
(i) Thekey based on generalized aternated Julia set can be obtained by a small
number of parameters;
(if) The boundary of generalized alternated Julia set is chaotic, which makes
that the key is very sendtive to dlight changes of parameters, thus it greatly
improving the security of the encryption algorithm;

(iii) Theimproved agorithm proposed in this paper hasagood scrambling effect.

The agorithm has alarger key space and enhances the resistance to attacks.

In summary, the encryption algorithm has a large key space (with fewer

parameters) and a fast encryption speed, moreover, it is smple to calculate. The

simulation results verify the effectiveness of the encryption algorithm. This research

is a cross-study of fractal theory and information security, and it has important
significance for the application of fractal theory in information security.
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